Remote Terminal Manager

remote communication to the next level

Folef Hooft Graafland
Galaxy 1 Communications
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Background Remote Terminal e, |

Manager (1)

Strong requirement for additional
management functionalities on
unmanned Inmarsat equipment
(2010)

Very close cooperation required

from network provider (Inmarsat),

the hardware manufacturor
Hughes) and the system integrator
Galaxy 1 Communications)

Remote Terminal Manager became
THE platform for management of
remote communications

As Inmarsat is an ‘on-demand’
service, integration of RTM with
real-time billing and provisioning is
essential for cost control
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Background Remote Terminal

Manager (2)

e Fully integrated with Hughes
firmware

e Fully integrated with
Inmarsat’s network:
* PoP
e Firewalls
e SMS gateway

e RTM has multi tier structure:

used by other integrators
(Emerson, Hughes, Verizon,
AT&T etc)

e RTM has been developed by
Galaxy 1 and Pragmalogic
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Remote Terminal Manager -
two main functionalities

e Web-based application that enables NOC to
manage and control unmanned Inmarsat

terminals in field
e Provides visibility

&d Customers = 7= History =

Show: Showing mobiles for DEMO [22)
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Summary of Features

Having online access to all terminals in one screen;
Being able to reboot terminal remotely, without a truck-roll;

The option to remotely control the unmanned device jn the field
(set up an IP data session or take a data session down);

The option to see the unmanned device in the field or all devices on
one screen real-time;

Geo Fencing: additional layer/level of security;
Having access to certain info you only can get through Remote IP:
1. IMEI (for asset tracking);

2. Beam number (quick determination of spot-beam brings down
trouble shooting time);

3. Equipment Signal level information (C/N Ratio quick
determination of signal strength brings down the trouble
shooting time substantially);

Being informed immediately when a unit goes offline;

Securely communicate and control the equipment Out of Band, and
not through the customers IP network;

Option to do live trouble shooting through ‘Automatic failure
Notification’ and logs. In case of an issué with the unit; network
error code(s) are real-time are available; O =

Various type of users rights: admin, read-only etc rights”
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Where is the terminal located ?
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In the map vou can see where the | E, g. this terminal is off line.
terminals are located. If it has a green — .
circle around it, it means that it is
online.
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Info from the site

IMEI of the terminal

LAT and LON of the
terminal

IMSI number
SW: firmware version
Beam: spot-beam

C/NO: (carrier over
noise ratio): signal
strength
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FPosition reported at 21 Mar 2011 17:16 UTC
This is the latest reported position of this mobile.

10.166.101.212
This mabile has an active data session.
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Notification once terminal goes offline

Notification once Bgan terminal goes offline
You can set a notification to inform the NOC once the Bgan terminal goes offline.
This notification is based on a timeframe in minutes.
At End of Data Session | Send Email [EH to | folef@glsat.com;support@glsat.cq after |5 | minutes.
- .-".:';’-' |'|I\II'I
Devices Do Nothing .,--;'f/ / \‘-.I
Send Email ) -
Start new Session 7 A
,-"ff- f//” :'II I\"‘.
- e [ !
-~ - { 4
.--..____.-' f// — J '-_____ .
— _ N (" In this section you can set the time. The
In this section yvou can set multiple email terminal needs 2 to 3 minutes to reboot
addresses. and reregister once it lost its connection.
— — So vou do not want to set the notification
fime to close to that ‘reregister- time
 frame’ |
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Are your satellite terminals online?

Real time view if the terminal is online

2 customers - ) oy -

Showt  Shawing mobiles for DEMO(22)

actions B Scon Mobie Code {ame Cust Phone Number
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i
L L B9E709008412412056 Demo 3 6 OFF _J__E-F"_F - 0

N —

The 0 indicates that a SIM card has not an active IP session. The
‘1 “indicates that the SIM has an active session.
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Remotely activating an IP session et
first steps)

Step 1

Click on the red alarm-clock ta start the ‘wake-

Actions Icon Mobie Code E
S e ke Hotle Code up ' command process.
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Step 2a

—

33 Customers~ & Terminals~ 5] History ~ o~ )
j Click on ‘Wake Up ' command.
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Adding level of security to

terminal in the field
Geo-fencing

/

Customer can set a geo-fense
on individual terminals. Once
out of bound, you then either
will be alerted or data session
will be aborted.
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Maximum Distance 3 | }{||

V4.

GEQ Fence
Home Location 25 0ea1 ow on Ma Copy from last reported position

Out of Bounds Acticn |5EI'IIZ| EI'I'IEIIl Alert

.| to |arc@g15at.cnm

GEC Fence

Maximum Distance |3 ||Ki|DI'I'IEtET / |

Home Location Lat: |2|5_|:|881 | Lon: |-8|:|_7/ a2 Show on Ma

- Copy from last reported position

Out of Bounds Action |.-5.I:n:|rt Data Session(s) and Send Alert

| to | arc@glsat.com
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RTM is integrated with billing and

management system (1)

In various ways RTM
has been fully
integrated with Billing
and Provision platform
> Via main screen

/On front page of billing and
provisioning system you can
see the number of active SIM
cards and how many of those
\_are online
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Installed Base

Subscriptions
SIM Cards [ Terminals
Account Balance

Airtime Charges MTD

54

151 Active + 78 Inactive, 96 online

USD189603.7

07 Sep 2013 18:12

Show Call Details
.i]Eh-jw Histary Graph
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RTM is integrated with billing and e
management system (2)

On SIM card page of billing
system you can see per SIM

° RTM iS also integratEd since when the card is online
on SIM card screen N J
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Subscription Airtime
ICCID « | Master MSISDN | Product Status Online MName Cost Cen 2d Location
Price Plan | Start | End Charges | Value
K| o[ |°| e[ M7 Jo7 — e[ M7 | o[ Me[ My [v[ v
LIME ITEM 40 07 Se Line Item 40 for 15 Anr
808709911412504435 | 870772222888 | BGAN Activated 06 Jul 1 .27.49 Poaled Plan 2013 A LS4 Pooled Plan 2DI3D 0.000 £9.290
100 5IM 100_SIM_2GB
LIME ITEM 40 27 Au Line Itern 40 for 15 Anr
B08709911412504436 870772222889  BGAN Activated 163.236.29.76 Pooled Plan 2012 g Pooled Plan 2013D
100 5IM 100_SIM_2GB
LIME ITEM 40 07 Se Line Ttern 40 for 15 Anr
8087080911412504437 | 870772223294  BGAN Activated 0% Jul 163.236.27.113  Pooled Plan 2013 P US4 Pooled Plan EUIED 0.000 20.810
100 5IM 100_SIM_2GB
LIME ITEM 40 Line Ttermn 40 for 15 Anr
808709911412504438 870772226605  BGAN Activated 163.236.27.235  Pooled Plan Pooled Plan 2013D
100 5IM 100_SIM_2GB
LIME ITEM 40 07 Se Line Ttermn 40 for 15 Anr
B08709911412504439 | 870772226609  BGAN Activated 06 Jul 163.236.27 .46 Pooled Plan 2013 P 54 Pooled Plan 2013D 0.000 65.260
100 5IM 100_SIM_2GB
LIME ITEM 40 07 Se Line Ttemn 40 for 15 Anr
B808709911412504440 | 870772226610 @ BGAN Activated 20 Aug 163.236.27.108  Pooled Plan 2013 P UsSA Pooled Plan 2013D 0.000 61.250
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RTM is integrated with billing and

management system (3)

e RTM is also integrated
on a per SIM card level

From individual SIM card
level, you can click directly
into RTM for more detailed
information
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On individual SIM card
page of billing system
you can see if the card
is online
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Usage

Last Session Start

Last Session End

Last Session Type

Last Session Country

Active Data=

05 Sep 2013 07:12:09

07 5ep 2013 07:12:09 { this session seems to be still
running)

Background IP
United States

(=7 Show Call Details
™M show History Graph

172.17.96.8 Since 5 Sep 07:12
Remote Terminal Manager...

101071

dio3 1aie L °oSo10100
gl 1 ~

‘.ﬂ;;)nlo 1010010101 o1 o0von

0107

1T
) TY
il
0101010 1OD, § TNONYO-

Te1ron0o /ol O ovTovoN
o 61701010V OA) -{.f
?1?:\(1)1 20101010101 O LOANOMSVO R [ Y @'%9 55 4



1.

SalaXyY

RTM is integrated with billing and i~
management system (4) —

‘intermediate call
records’. This is
presented in grey

e RTM is also integrated on
the usage per SIM card

VoQn

Origin Volurne
ICCID Prod Cervice Start CDR E Total Valume
Mumber Country
[MB [in [Msg
? || @|| AL v o[ e ]v|
808700010412453514  BGAN | SMS 870772221373 01 Sep 01:15:56 1
808700910412453514 | BGAN IBFf‘Ckgm””d 870772221373 USA 01 Sep 08:54:37 3.508
808700010412453514 | BGAN | SMS 870772221373 03 Sep 20:37:10 1
808700010412453514 | BGAN IBFf‘Ckgm””d 870772221373 USA 03 Sep 07:22:18 5.127
808700910412453514 | BGAN | SMS 870772221373 04 Sep 16:15:11 16:15:11 1
808700010412453514 | BGAN | SMS 870772221373 04 Sep 18:36:55 18:36:55 1
808700010412453514 | BGAN IBFf‘Ckgm””d 870772221373 USA 04 Sep 16:14:00 g?_ﬁ?m 2.148
808700910412453514 | BGAN | SMS 870772221373 05 Sep 07:13:27 07:13:27 1
808700010412453514 | BGAN | SMS 870772221373 05 Sep 23:18:43 23:18:43 157 o1
808709910412453514 | BGAN | D2CKArOUNd | gono9o951373 | UsA 05 Sep 07:12:00 07 Sep 8.780
Ip 19:12:09
18.570 0 6 1.0
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The equipment installed
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For more information:

GALAXY 1
WWW.G1SAT.COM
FOLEF@G1SAT.COM
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